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Standard Service Level Agreement (Service based SLA) for “Leonhard Med Secure
Scientific Platform”

1. General

The Standard Service Level Agreement (Service based SLA) for “Leonhard Med Secure
Scientific Platform” is made between the Customer and the Scientific IT Services (IT Services,
ETH Zurich), to cover the provision and support of the service as described hereafter.

The use of the Leonhard Med platform under this agreement is subject to the Acceptable Use
Policy of Leonhard Med [1] — AUP hereinafter.

This agreement is valid from 1st January 2026.

2. Service Description

2.1. Scope

This SLA applies to the following service: Leonhard Med Secure Scientific Platform as listed in
the ETHZ service catalogue [2]. The platform and its components (processes, applications and
systems) have a very high level of protection (as defined in the Article 19 of the ETHZ Directive
Information Security [3]) and is provided by the Scientific IT Services, at the IT Services ETH
Zurich.

2.2. Description

The Leonhard Med Secure Scientific Platform service offers specialized solutions for secure
handling of strictly confidential and confidential data’.

The service is targeted, but not limited to: individual research groups, mixed research-clinical
research projects and consortia, research programs and technology platforms and it is offered to
members of the ETH Zirich (ETH-internal) based on conditions that are specific to “internal”
customers.

Additionally, the service may be offered to customers that are not members of the ETH Zirich —
so called “ETH-external” users. This category includes e.g. academia, hospitals, national and
regional research programs. The service can also be used for specialized use cases, such as
digital clinical trials, clinical decision support, applications not related to research, subject to
specific rules set forth explicitly by the service provider. These specialized use cases may require
amending the clauses of the AUP [1].

The service covers the full data lifecycle and offers cutting-edge computational solutions for data
science, bioinformatics and statistics. It enables researchers to handle strictly confidential and
confidential data securely and in line with the FAIR data principles [4] and with the ETH Zlrich

' The terms “strictly confidential information” and “confidential information” must be used as defined by the ETH Directive
Information Security and by the Leonhard Med Acceptable Use Policy [1]. Hereafter, we use “data” and “information” as
interchangeable terms. See also section 10 Glossary of terms.
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Guidelines for Research Integrity [5]. The service can be customised to address specialized use
cases (see section 7.2 "Non-standard service configuration” for examples).

Leonhard Med is connected to BioMedIT [6], the national network of secure IT infrastructures
established in the context of the Swiss Personalized Health Network (SPHN) [7], by compatible
and coordinated infrastructure and processes, thereby enabling nationwide biomedical projects.

2.3. Legal frameworks and compliance

The Leonhard Med platform has a very high level of protection as defined by the Directive on
Information Security at ETH Zurich [3] and it is designed for strictly confidential and confidential
data. For both classes of data, the system level security controls remain the same.

The term "strictly confidential data" must be used as defined by the Directive on Information
Security at ETH Zurich and the AUP [1] (see also section 10 Glossary of terms). In brief, strictly
confidential data includes but is not limited to: all personal data (either identifying or
pseudonymized data, such as health-related or medical data) unless explicitly classified
differently.

The Leonhard Med platform and processes are secure by design and are compliant with Swiss
and ETH regulations for data protection (see section 4 for an overview of the security design).

3. Benefits for the customer

The service provides access to a secure scientific research IT platform, Leonhard Med, for
secure transfer, storage, management and analysis of strictly confidential and confidential data in
research. The service covers the full research data life cycle, supporting the steps from data
collection to eventual archival.

The added value of the service is enabling and streamlining research using confidential data. In
general, use of Leonhard Med makes it easier for the customer to demonstrate the
regulatory compliance and the emphasis on data protection in the research project. In
addition to this SLA, the Leonhard Med AUP [1] and Leonhard Med Security Concept [8]
documents are designed to be suitable also for these purposes.

3.1. Overview/Supported business processes

Leonhard Med platform provides the following service components (presented in more detail in
section 3.2):

A. Secure tenants as complete environments for data transfer, storage, management, and
analysis,

B. Expert RDM and IT solution engineering support,

C. Expert consultancy on secure services for strictly confidential and confidential data and
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D. Gateway to the national secure BioMedIT network services.

The business processes supported include: (i) security as service, i.e. compliance with Swiss and
ETH regulations to protect the Confidentiality, Integrity and Availability of data, (ii) FAIR data and
computing environment for strictly confidential and confidential data, (iii) flexible research platform
that can be tailored to specific research needs and (iv) collaborative research environment for ETH
internal and external users.

3.2. Added value of the specific service components

3.2.1. Secure tenants

Secure tenants provide complete environments for data transfer, storage, management, and
analysis:

Tenants are isolated from each other based on different virtualisation approaches (network
and virtual machine/container hosting solutions). The tenants can be fully isolated (“secure
isolated tenants”) or provide limited sharing of computing resources (“shared tenants”). See
Section Leonhard Med tenant types and security levels 4.3 for the details of the differences in
the implementation approaches and their security models.

Storage (capacity in order of Petabytes, option for data encryption at user level) and encrypted
backup.

Encrypted data transfer (e.g. via a Secure File Transfer Service [9]) into and out of Leonhard
Med at user level or as service.

User access with 2-factor authentication (via web-based remote desktop and/or or through
Secure Shell/SSH-based terminal) restricted to authorized users accessing Leonhard Med
from trusted networks (e.g. ETH network, VPN, whitelisted IP addresses).

Virtualized Central Processing Unit (CPU) and Graphics Processing Unit (GPU) compute
resources, dynamically allocated to tenants, for interactive and High Performance Computing
(HPC) workflows

Software and applications library, including data science and bioinformatics tools,
containerized workflows and web-based applications.

Software development environment, including compilers and libraries to support users in
developing their own programs or compile third-party applications. (N.B. the latter are subject
to specific rules, see section 7.2).

Service desk for user support, handling incidents and service requests.

Secure system operation: logging and monitoring of system and user activity, information
security incident handling.

3.2.2. Expert services: RDM and IT solution engineering

IT solution engineering across the complete or specific phases of the software development
cycle for custom service configuration (e.g. web-based software applications, specialized
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solutions for secure data transfer) in Leonhard Med. IT solution engineering may be subject to
specific rules, see section 7.2.

Research data management, e.g. based on openBIS [10] solution, for strictly confidential and
confidential data in Leonhard Med.

3.2.3. Expert consultancy: IT security for research data

IT information security risk-based assessment for secure handling of strictly confidential and
confidential research data.
Information security awareness trainings for secure handling of strictly confidential and
confidential research data.

3.2.4. Gateway to the national secure BioMedIT network services

Services (including secure tenants, expert services and consultancy mentioned in the previous
sections) integrated with the BioMedIT network [6].

Integration with central BioMedIT services and coordination with all nodes of the BioMedIT
network.

3.3. Limitations

Similarly to most HPC services, the provisioning of the Leonhard Med service is subject to
limitations and constraints, such as:

Batch system processor limit,

Wall-clock limit for batch jobs,

Emergency limits impacting the overall performance of tenant,
Storage limits, and

Software environment (operating system and other common components).

In addition, security requirements impose some additional limitations, for example in the form of
limitations and monitoring of network access as well as security-related maintenance breaks.

4. Information security

4.1. Leonhard Med Security Architecture

The Leonhard Med security architecture is designed and developed to fulfill the current technical
and legal standards required by Swiss legislation. The approach is based on a combination of:

Physical security: the data center of Leonhard Med is located in a secure computer room
accessible to persons explicitly authorized by the service owner.
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Network security: Leonhard Med is located in secure Virtual Private Zones (VPZ) with
controlled and monitored incoming connections. Outgoing connections use an authenticated
proxy server and are restricted to trusted sites (e.g. research institutions, hospitals). Only
secure (encrypted) protocols are allowed to transfer data in and out of Leonhard Med as noted
in the AUP [1].

Access of authorized users requires key authentication and two-factor authentication (2FA).

Change requests (both as internal changes and changes resulting from an end-user service
request) are evaluated following a risk-based assessment process.

Strictly confidential data in transfer and in the backup are encrypted.
User activities on the system are logged and monitored.
All Leonhard Med users must abide by the Leonhard Med AUP.

All computer administrators working within the Leonhard Med platform must abide by the IT
Security Guidelines for the Administration of Computer Systems within Leonhard Med.

Leonhard Med follows frameworks and standards for IT service management and information
security management. The service provider is part of the IT Services of ETH, which are
ISO/IEC 20000-1 and ISO/IEC 27001 certified.

4.2. Applicable security policies

The following policies apply to Leonhard Med:

(i) The Leonhard Med AUP [1],

(i) IT Security Guidelines for the Administration of Computer Systems within Leonhard Med
(Leonhard Med Administration Policy [11]),

(iii) IT Security Guidelines for ETH Zurich Leonhard Med Endpoints (Leonhard Med Endpoints
Policy [12]),

(iv) Directive on “Information Security at ETH Zurich” [3],

(v) ETH Zurich Acceptable Use Policy for Information and Communications Technology (BOT)
[13]. Additionally,

(vii) in the scope of the Swiss Personalized Health Network, Leonhard Med as platform of the
BioMedIT node Zurich, follows the SPHN Information Security policy [14] and the SPHN
Ethical Framework for Responsible Data Processing in Personalized Health Research [15].

4.3. Leonhard Med tenant types and security levels

Leonhard Med offers a secure multi-tenant environment, with the following types of tenants, based
on their security levels and type of intra-tenant management procedure. See Section 10 (Glossary
of terms) for the complete list of terms definition.
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4.3.1. Secure Isolated Tenant (SIT):

Security level 2: very high security with respect to normal research IT infrastructures. All
security controls of Leonhard Med are enabled.

Intra-tenant management procedure:

o Asecureisolated tenantin Leonhard Med has a single Project Leader (PL) with responsibility
and accountability as specified in the AUP [1].

o Asecure isolated tenant and all its resources (i.e., data, user access, computing, and software
applications) are completely separated from other tenants in Leonhard Med, by a logical
network isolation.

e Under certain conditions, the system administration of Virtual Machines (VMs) running within
a secure isolated tenant in Leonhard Med may be delegated to administrators outside of the
service provider, subject to specific regulations set forth by the service provider (Leonhard
Med Admin Policy [11]).

Benefits: very high security level for data protection.
Limitation: sharing of compute resources outside the tenant is not enabled.

Consider this option whenever very high security level for data protection is required (e.g. strictly
confidential data) or when there is no need to use a pool of shared compute resources in Leonhard
Med.

4.3.2. Secure Shared Tenant (SST):

Security level 1: elevated to high security with respect to normal research IT infrastructures.
All security controls of Leonhard Med are enabled, with the following specific configuration
enabled: Several Project Leaders (PLs) are allowed in a secure shared tenant each with their own,
distinct allocations (see section 10 - Glossary of terms). An allocation is composed of a storage
quota on a shared filesystem and of a compute quota of a shared batch system. Data within an
allocation are separated from data belonging to other allocations by UNIX file permission rules
that are generally managed by the service provider.

Intra-tenant management procedure:

e A secure shared tenant in Leonhard Med has more than one Project Leader (PL) with
responsibility and accountability as specified in the Leonhard Med AUP [1]

e PLs may use one or several allocations within a secure shared tenant.

e Data within an allocation of a secure shared tenant are separated from data belonging to other
allocations by UNIX file permission rules.

¢ Computing resources of all allocations within a secure shared tenant form a common pooal,
that may be used by all authorized users.
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e A secure shared tenant is separated from other tenants in Leonhard Med by a logical network
isolation.

e The system administration of Virtual Machines (VMs) running within a secure shared tenant in
Leonhard Med is restricted to the service provider, i.e. there are no customer-managed VMs
(see Leonhard Med Admin Policy [11]).

e Two subtypes of secure shared tenants, are offered under this service: Closed-Circle Secure
Shared Tenant (CC SST) and an Open-Circle Secure Shared Tenant (OC SST)

o Within a closed-circle secure shared tenant (CC SST), the following rules of conduct
apply: (i) all PLs agree that their contact details (e.g. full name and e-mail address) are
shared with the other PLs of the secure shared tenant, (ii) all PLs shall mutually agree
on new PLs joining the secure shared tenant and (iii) any new service configuration
requests made by the PLs of a secure shared tenant must be approved, following the
procedure set forth by the service provider, including a security risk assessment
performed by the service provider and a specific mutual agreement of all PLs for
introducing such new service configurations.

o Within an open-circle secure shared tenant (OC SST), all specifications of a closed-
circle secure shared tenant (CC SST) apply, with the following exceptions: (i) contact
details (e.g. full name and e-mail address) of PLs in a OC SST may only be shared
after each PL has been informed by the service provider on the scope of personal data
sharing and has explicitly agreed with this, (ii) existing OC SST PLs don’t participate in
deciding on new PLs joining the tenant.

e Leonhard Med offers only one Open-Circle Secure Shared Tenant (OC SST).

e For both types of secure shared tenants (closed-circle and open-circle), every PL must sign
a general statement of agreement to join a secure shared tenant in Leonhard Med,
thereby accepting the elevated to high security level for data protection (security level 1) and
the rules of conduct. The agreement form is provided to PLs by the service provider.

e For both types of secure shared tenants (closed-circle and open-circle), every PL must sign
a specific statement of agreement for every approved new service configuration, thereby
accepting a possible risk (marginal but non-zero) of an approved new service configuration.
The statement of agreement form is provided to PLs by the service provider.

Benefits: elevated to high security level for data protection. Sharing of computing resources is
possible.

Limitation: UNIX file permission rules offer a high security level for data protection. However, due
to potential higher impact of security vulnerability on getting unauthorized access to data, the
administrative privileges of the users are more strictly controlled than in a secure isolated tenant.
The change process is more rigid, often requiring approval of all the PLs.

Consider this option whenever elevated to high security level for data protection is sufficient and
there is a need to use a common pool of shared computing resources. Closed-circle secure shared
tenants are best suitable for small groups of PLs working collaboratively and using similar
workflows. The open-circle secure shared tenant is advantageous for use cases that have
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relatively infrequent, high peaks in their computational resource demands, thus being able to
benefit from sharing a large resource pool.

4.4. Data Deletion

Data deletion process starts by deleting the data from the Leonhard Med filesystem. This operation
can be performed by any of the authorized users. In special cases, the Leonhard Med system
administrators can perform this task - see section 7.6.

When data are deleted on the Leonhard Med filesystem their encrypted backup copy will remain
within the system for the tape backup retention period - see section 5.3.5. After the retention
period, the encrypted tape backup will be flagged as “expired’ and will eventually be overwritten
by the tape library during the tape reclamation operation. The exact time when the data will be
overwritten depends on technical details and cannot be predicted for an individual data item.

In the Leonhard Med context, data is considered deleted after the tape backup retention period.

4.5. Information security event and incident handling

Information security is focused on ensuring confidentiality, integrity and availability (CIA) of data.
Information security events cover any activity (or lack of activity) that indicates a possible breach
of information security (for example, user’s accidental attempt to delete a system file or a user
retiring without asking the permission manager to remove account). An information security
incident is a security event or a group of events that have a significant probability of compromising
one or more of the key aspects (CIA) of information security.

The information security events and incidents are handled according to a standard process that
covers the following activities: event logging, incident detection and case recording, classification,
prioritization, escalation (if relevant), incident resolution and closure. If warranted, a post-incident
review is performed to reduce future information security risks.

The standard process for information security management includes the classifying information
security incidents as “major” or “not major”. An information security incident is considered to be
“major” if, for example:

e The data assets that are potentially threatened are not limited to a clearly defined subset of
data assets of an individual customer,

¢ The incident can potentially make the CIA of additional Leonhard Med data assets vulnerable
while the resolution is pending, or

e The incident may threaten the availability of Leonhard Med data indirectly (for example by
forcing the shutdown of network connections outside Leonhard Med).

If aspects such as the above can be excluded, it is possible classify the security incident as “not-
major”.
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The service provider handles the identified major security incidents with the highest possible
priority. The service provider handles not-major incidents as soon as possible, with high priority.
Security events that are not categorised as major or not-major incidents are logged and used as
input for further development of the security controls

Note that for detected information security vulnerabilities and incidents, a risk assessment is
carried out and documented by the service provider. Contingent on the impact and urgency of the
security event, immediate action may be taken, including activating urgent maintenance windows
required to immediately apply security patches (see section 5.4).

5. Quality
5.1. Availability

The Leonhard Med platform is considered to be available if users can login, transfer files and
access data.

The service hours are from 09:00 to 16:00 from Monday to Friday, except public holidays of ETH
Zurich [16]. Outside of these service hours, the service is provided on a “best-effort” basis.

The target availability during service hours (excluding planned and unplanned security
maintenance) is 99.9%.

5.2. Capacity

The service performance and capacity are monitored, including utilisation of storage and
computing resources. Based on the monitoring and on the consultation with customers, the
acquisition of additional resources is planned in a way that anticipates the predicted growth of user
requirements. However, requests for additional resources may nevertheless trigger procurement
process, which can have a noticeable impact on pricing and delivery schedule (see section 7.3 for
more details).

5.3. Service Continuity
5.3.1. Built-in redundancy

Leonhard Med is designed for high-availability; most of the critical services such as file servers
and network switches are redundant. This allows performing routine soft- and hardware
maintenance on system while minimizing any interruption of the service.

5.3.2. Interruptions

Interruptions of the service may occur in case of failure of a critical, non-redundant component, or
in case of simultaneous failure of redundant components. Interruptions may also occur when
urgent maintenance is required to address security incidents.
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Such interruptions shall not exceed 35 service hours for each event, except for security-related
maintenance.

5.3.3. Server Blackout

All critical servers in Leonhard Med (i.e., servers used for the administration of the system) are
operated in pairs. Although extremely unlikely, the simultaneous loss of a redundant pair of servers
is possible. The resulting interruption could last from a few minutes to a few hours.

5.3.4. Data Centre Blackout

The data centre of Leonhard Med provides full protection against power failures. The
Uninterruptible Power Supply (UPS) protects the servers against short power losses
or spikes, but a general power failure of more than 30 minutes will trigger a complete shutdown of
the Leonhard Med servers, including their storage systems. The operation should not cause data
loss or corruption, but restarting after a complete shutdown may take 1-2 days.

5.3.5. Tape backup

The backup of Leonhard Med data storage file systems is provisioned based on the “Backup and
restore” service at ETH Zurich [16]. Strictly confidential data are encrypted inside Leonhard Med
before being sent to the backup server.

Data storage file systems in Leonhard Med are backed up several times per week. The users’
home directories are backed up to a tape library every night. The backup retention time is 90 days.
Tape backups are geo-redundant (two copies in two different locations).

5.4. Planned and unplanned maintenance window
The maintenance windows are based on the relevant Leonhard Med policies [1] [11]:

Planned maintenance windows are announced: one week prior to the fixed regular monthly
maintenance window for updates. Unplanned maintenance and security updates (required,
e.g., to handle security incidents) typically require initiating the maintenance with shorter lead-
time. However, the goal is to provide as long advance notice as possible (“best effort”).

5.5. Service disruption incident handling

Disruptions to the agreed service functionality or quality that are not related to information security
are handled according to a standardised process. The process covers incident detection and case
recording, classification, escalation (if relevant), incident resolution and closing of the case.

The target response time is 24 hours during working days, counted from the first moment during
the support and assistance hours the incident is reported (see section 8.2).
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6. Monitoring

6.1. Quality control

The condition, performance and functionality of all Leonhard Med infrastructure components are
monitored. Defective components are taken out of operation and either repaired or replaced by
their respective vendor. All quality-related incidents are tracked in an internal database.

All relevant services on Leonhard Med are monitored and alerts are recorded and handled by the
system administrators of Leonhard Med. Note that test servers are out of scope of this monitoring.

All support requests and orders are managed through the central service desk (see section 8.8).
They are recorded and forwarded to the right team or if needed - escalated. The communication
traffic is monitored and reviewed for compliance with ETH internal quality requirements.

6.2. Capacity

The batch systems in Leonhard Med tenants collect usage statistics in real time for every tenant
and every individual user.

The CPU load, memory usage, and network traffic of every compute node and of the cluster as a
whole are monitored in real-time. These data are collected by the service provider and stored in
an internal database.

6.3. Availability reports

The availability of the Leonhard Med service is monitored centrally. Statistics can be provided on
request.

6.4. Security monitoring

All incoming and outgoing connections to and from Leonhard Med are logged. System logs are
collected in real-time and may be used for intrusion detection and other security purposes.

7. Price and Service configuration options
The service is offered with the following configuration options: standard and non-standard.

The service prices and details specifications are updated at least once per year. The price list is
provided as part of the shareholder information package [17].

Storage and compute resources are acquired and configured by the service provider in an
anticipatory manner with the aim of making typical service options available for customer purchase
at any time (see section 5.2 for more detailed capacity planning description, including its
limitations).
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7.1. Standard service configuration
The standard Leonhard Med service consists of the following components:

e Secure tenant (provision of a secure isolated tenant or joining a secure shared tenant),
e User access complying with security policies (section 4.1),

e User home directories,

e Storage and encrypted backup for all data on the tenant,

e Virtualized compute resources (CPU, GPU),

¢ Workload manager for high performance computing,

e Software and applications library (centrally provisioned), including but not limited to data
science and bioinformatics, e.g., virtualized support for databases, containerized workflows
and web-based applications,

e Encrypted data transfer into and out of Leonhard Med at user level (e.g. via SSH connection
or through a Secure File Transfer Service [9]),

e Service desk for user support, handling incidents and service requests,

e IT information security risk-based assessment (up to approximately 1 working day),
¢ Information security incident handling.

¢ In addition, on request:

o Provisioning openBIS service for research data management, based on the “Research
Data Node” service at ETH Zurich [18]: infrastructure and instance setup for openBIS
[10] in a specified Leonhard Med tenant with technical maintenance, initial data model
(e.g. minimal biomedical data model), as well as user training and support.

o BioMedIT services (e.g. secure tenants, BioMedIT federated user identity management
via SWITCH edu-ID, BioMedIT secure data transfer process [9]). The Federated user
identity management and the secure data transfer may also be offered independent of
BioMedIT as non-standard service configurations (see section 7.2).

At the minimum, the standard configuration of a tenant contains: user access, data storage
and encrypted backup, compute nodes, secure data transfer at user level and access to
centrally provided software and applications.

7.2. Non-standard service configuration

Non-standard service configurations (i.e., anything not covered in section 7.1) may be requested
by customers. These may include: web-based software applications, specialized solutions for
secure data transfer, support for user installed software, containerized workflows and applications,
use of licensed software, connection with an external server, specialized use of databases,
advanced use of specific research data management tools. If feasible, these solutions are
delivered as containerised solutions.

Page 15/28



Standard Service Level Agreement (Service based SLA) for “Leonhard Med Secure
Scientific Platform”

To fulfil non-standard requests, the service provider can allocate resources of personnel for IT
solution engineering. Furthermore, expert consultancy in IT security for research data (beyond
the IT information security risk-based assessment included in the service) can be made
available on request.

Non-standard service configurations are subject to: (i) specific rules applying to the secure
shared and secure isolated tenants in Leonhard Med, (ii) cost according to estimated effort for
service provisioning and (iii) security assessment conducted by the service provider. Cost may
be based on daily rates or yearly subscription rates (i.e., subject to specific customer-level SLA
between the customer and the service provider). Change requests — including the introduction of
new services — need to be approved by the service provider.

The service provider reserves the right (after review of the use case) to offer the Leonhard Med
services for specific use cases only as non-standard service package. In this case, the service is
subject to the Standard Service Level Agreement (Service based SLA) for “Leonhard Med Secure
Scientific Platform” and an additional subscription (customer-level SLA). For Leonhard Med
customer-level SLAs, the service provider will consult the customer on the specific use case and
provides a binding quote as basis for the SLA.

7.3. Pricing

The standard services are based on a pre-pay model whereby customers buy the rights to use the
platform and its resources over a fixed period of time.

The provisioning of standard service configurations are charged as one-time fees and are valid
for one or four years. By default, the service validity period starts when the service provider makes
the service available for the customer.

Customers may request an increase of their resources (i.e., storage, computing) at any time, and
the service provider will add the corresponding fees to the customer’s billing account. The service
prices and detailed specifications (included in the shareholder information page [17]) are updated
at least once per year. Unless otherwise noted, the prices are indicative and refer to resources
purchased in advance and available in the SIS stock. In other cases, the binding price quotes will
be adjusted based on the estimated actual costs of the resource delivery. The procurement
process may also have a considerable impact on timing of the resource delivery.

Provisioning of non-standard and new service configurations are subject to cost (see Section
7.2).

In the event of a change in the Customer’s affiliation, the pricing model applicable to the new
affiliation shall apply to any renewal of existing resources and to any newly provisioned
resources. Existing resources shall continue under the previously agreed pricing terms until
renewal, unless otherwise agreed in writing by both parties.
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7.4. Invoicing

The customer must provide the billing account information to the service provider when requesting
the service. The customer shall timely inform the service provider of any changes related to the
customer contact details or to the billing account.

The service must be paid up-front in one instalment. Invoices are generally issued in January, May
and September. Orders placed after 31 August will be invoiced in January of the following year.

Exception to this are non-standard and new service configuration requests that require
provisioning of additional expert services by the service provider under corresponding subscription
or daily rates. These fees will be charged to the customer billing account as recurrent yearly
invoices. The service fees will be charged in the last quarter of the year.

In case of delay with the payment, the service owner reserves the right to temporary suspend the
customer (i.e. user) access to the respective resources in Leonhard Med until the invoice has been
paid in full. A sustained failure to provide payment (despite escalation steps taken by the service
provider) may trigger the termination of customer relationship by the service provider, as outlined
in section 7.6.3. The process will not be initiated before two weeks have passed since the
customer has received the final notice.

7.5. Warranty

The service provider guarantees the operation of the service without interruption during the service
hours hours (see section 8.2), subject to the limitations outlined in section 5.3 and the
maintenance requirements (see section 5.4). Outside the service hours the service will remain
available on “best effort” basis.

In case of data loss in Leonhard Med, data will be restored from the backup (see section 5.3.5 for
details of the backup solution). The service provider is not responsible for the loss of data if the
restoration of data is not possible due to exceptional, unforeseen circumstances beyond the
service provider’s control. Furthermore, the service provider cannot be held responsible for data
loss caused by users and/or their applications (e.g. deleting, overwriting of existing data).

The service provider also declines all responsibility for data loss resulting from the customer’s
failure to fulfil obligations related to transferring data out of the Leonhard Med and the correct
handling of the data outside the service.

7.6. Termination

The service termination date is unrelated to the end dates of other agreements, such as
consortium agreements. The following sections use the term to denote the different procedures
related to the end of the validity of a Leonhard Med tenant or allocation.
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7.6.1. Termination Process

The customers are notified about termination at least 30 days before the termination date and
advised to plan the removal of the data from Leonhard Med. The termination process will be
scheduled as part of the planned maintenance window (see section 5.4).

On request, the service provider may assist with data handling procedures related to service
termination (covered under the terms of “non-standard service configuration”, see section 7.2). As
noted in section 8.6, the customer’s Project Leader is responsible and accountable for correct
handling of data outside of Leonhard Med, as well as ensuring that all data have been
removed from Leonhard Med before termination. The service provider declines all
responsibility for data loss resulting from the customer’s failure to plan and execute appropriate
data management steps.

Termination of the service removes access for all users of the customer and to all respective
resources in Leonhard Med. The customer will receive a notification of the execution of the
termination process.

If the Project Leader fails to — or is unable to — remove all the data prior to the termination date,
the service provider will delete all data three months after termination of the service (see
section 4.4). In this case, the Project Leader will be informed of the upcoming deletion as part of
the termination notification. If the Project Leader disagrees with the deletion of the data, he or she
can appeal to the Chief Information Security Officer (CISO) of ETH to obtain the final decision. It
is the responsibility of the Project Leader to immediately notify the service provider of the appeal.

For a graphical overview of the tenant termination timeline, see Annex A.

Specific regulations that differ between the scenarios leading to termination are described in the
following sub-sections.

7.6.2. Expiration of the contract period or termination by customer

The service termination date is coupled to the purchase date of the secure isolated or secure
shared tenant.

Service extension purchases can be made any time by the customer before the expiration date
and will be accommodated within the capacity constraints of the Platform.

Termination of the service before the service expiration date may be requested by the customer
atany time. The service provider will need to be notified at least three months before the desired
termination date via the service desk.

Upon service termination on customer’s request, the service provider will offer no refunding or
compensation for the unused resources. However, customers may transfer existing service
resources to another eligible customer.
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7.6.3. Termination of the customer relationship by the service provider

In exceptional circumstances the service provider may need to suspend or terminate the customer
relationship.

The primary reasons for initiating the procedure would be repeated or sustained failure to provide
payment for the service (section 7.4), serious disregard of conditions of use and related policies
(section 9.2), neglecting responsibilities as a customer (section 8.6), or gross negligence or willful
misconduct. With the exception of gross negligence or willful misconduct, the process leading to
the termination is as follows:

¢ First formal notification to the customer (email to PL)

¢ Second formal notification to the customer at a minimum two weeks after the first (all project
contacts)

¢ Final formal notification at a minimum of two weeks after the second notification (all project
contacts and ETH CISO as recipients)

For a graphical overview of the timeline of the process, see Annex B.

Suspension or termination of the customer relationship does not remove any accountability of the
project leader.

7.6.4. Termination of the Leonhard Med Service

The service may be decommissioned by the service owner with a prior announcement of at least
2 years. Confirmed commitments will be honored up to the announced termination date.

In case of termination of the service, the service provider will contact the customer regarding
management of data stored at Leonhard Med. Termination of the service doesn’t release the
Project Leader from responsibilities outlined in section 8.6.

8. Administrative

8.1. Service ordering

For enquires and ordering resources in Leonhard Med, please contact the service desk of
Leonhard Med (see section 8.8).

For standard service configurations, the service provisioning usually takes two weeks from the
date of a valid service request (i.e., complete service request information is provided by the
customer). Please refer to sections 7.1 and 7.2 for details about the different service
configurations.
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8.2. Service hours Hours

The service desk of Leonhard Med (section 8.8) and of IT Services is reachable Monday to Friday
from 09:00-16:00. Incidents reported outside of the service hours are considered delivered on start
of the following working day.

The maximum response time for an incident during office hours is 24 hours on working days.
"Response Time" is defined as assigning a support engineer or contact with the user. The
maximum "Time to Repair” is not and cannot be predefined.

8.3. Escalation and complaints

Technical and non-technical issues that cannot be resolved by the Leonhard Med service desk
will be escalated to the service owner. They can further escalated to the service provider
representative (i.e., section head of the Scientific IT Services) as a complementary mechanism to
the escalation steps documented in the AUP [1].

8.4. Documentation / Training

The content of the Leonhard Med user documentation [19] classifies as internal information and it
is intended for Leonhard Med users only. Sharing any part of this information with third parties that
are not Leonhard Med users is not allowed.

Half-day "Getting started" introduction courses can be arranged for new customers on request,
with one course session included free of charge in the tenant/share purchase. Additional course
sessions may incur a fee.

Advanced, customized courses on specific topics of interest to the customer can be organized on
request, and offered based on the “non-standard service configuration” terms (section 7.2).

8.5. Service Provider’s responsibilities

The service provider is responsible for the operation and maintenance of the Leonhard Med
platform, in order to guarantee the highest possible availability and functionality of the service.
This includes regular updates and security fixes (see section 5.4).

The service provider is also responsible for provisioning sufficient resources to fulfil the needs of
existing and prospective customers.

The service provider reserves the right to perform all actions compliant with the regulations which
are necessary to meet these responsibilities. In particular, the service provider retains the right to
temporarily or permanently suspend access to the platform for a user or group of users in case
the access is deemed to represent an unacceptable security risk.
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8.6. Customer’s responsibility

A customer’s Project Leader is responsible and accountable for the use of tenants in Leonhard
Med over the whole data lifecycle. The obligations include ensuring that data are returned to data
providers, moved to another sufficiently secure platform, or deleted from Leonhard Med before the
end of the customer relationship (see section 7.6). Furthermore, the PL is responsible for the
correct classification of data as defined in Art. 22 of the Directive for Information Security at ETH
and in the Leonhard Med AUP [1]. The PL must ensure that all legal and ethical requirements for
handling strictly confidential and confidential data are fulfilled.

A customer’s PL is responsible for authorizing the persons entitled to access and process strictly
confidential and confidential data in Leonhard Med and maintaining information about authorized
users. The PL must also ensure that each authorized user signs an agreement to follow the AUP
[1]. On request, the PL must review, update and reconfirm the list of users the Service Provider
uses for authentication and authorization purposes.

The customer is responsible for timely paying the service invoices, contingent on specifications
described in Section 7.4. The customer shall timely inform the service provider of any changes
related to the customer contact details or the billing account. A customer’'s PL must immediately
notify the service provider of any changes related to the Project Leader role (e.g. contact details,
assignment to another eligible person).

The PL of the customer must respond to and collaborate with the service provider in a timely
manner on legitimate requests from the service provider.

8.7. Lifecycle management

As the legal owner of all Leonhard Med service components, the service provider reserves the
right to maintain the infrastructure, which includes but is not limited to: updates and upgrades
installation, feature installation, configuration or decommissioning, infrastructure component
repair, replacement or decommissioning at any time, without notifying the customer, as long as
these operations do not affect the security of the system or the resources and the quality of
service provided to the customer.

8.8. General communication

The following contacts should be used for communications related to the Leonhard Med service:

Item Information

Service Owner contact for the customer | phds-service-owner@id.ethz.ch

Service Desk contact for users leomed-support@id.ethz.ch or servicedesk@id.ethz.ch
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9. General Guidelines

9.1. Disclaimer

The service provider cannot be held responsible for damage caused directly or indirectly by the
operation or failure of service components.

9.2. Conditions of Use
This SLA is binding for all Leonhard Med customers and users (including Project Leaders).

The use of this service is subject to the AUP [1]. All users, including the Project Leaders, must
sign an agreement stating that they accept and comply with the AUP and SLA, and must be
trained in data security and privacy before they can work with strictly confidential data on Leonhard
Med. Section 4.1 covers the specific policies that apply to Leonhard Med.

The persons assigned to the Project Leaders roles are responsible and accountable for the
use of tenants in Leonhard Med over the whole data lifecycle, including correctly handling the
data outside of Leonhard Med. User access of the strictly confidential data in a tenant at Leonhard
Med requires authorization from the corresponding Project Leader (or from a Permissions
Manager, designated by a PL).

The Leonhard Med platform is designed for strictly confidential data and is suitable for confidential
data. Other classes of data (i.e., internal, public) may also be used in Leonhard Med, contingent
on the security regulations (see section 4). Priority is given to projects which need to process
strictly confidential and confidential data.

The service is available exclusively for customers and purposes defined in section 2.2. The
warranties and their limitations are presented in section 7.5. The modalities related to service
termination are described in section 7.6, including appropriate handling of data.

The service provider reserves the right to change the contractual specifications for Leonhard Med
services under this agreement with a written notice period of at least one month.

9.3. Data privacy

In compliance with the AUP [1], private use of Leonhard Med is prohibited. Users may not store
strictly confidential and confidential research data in their “home” directories in Leonhard Med.
The contents of Leonhard Med storage, including the users’ home directories, may be scanned
for compliance and IT security purposes (based on the clauses Art 57 I, m, n and o of the
Government and Administration Organization Act [20]).

As noted before, the customer’s Project Leader is responsible and accountable for the whole data
lifecycle. For this reason, a Project Leader can request the service owner to change previously
set rules for the ownership and permissions of files and directories on Leonhard Med (e.g. to
transfer or archive data on Leonhard Med before the service expiration).
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10. Glossary of terms
For the purpose of this SLA, the following terms and definitions apply:

Allocation: the resources (e.g. data or computing) purchased by a customer within a secure
shared tenant in Leonhard Med.

AUP: Acceptable Use Policy.
CIA: acronym denoting Confidentiality, Integrity and Availability of the data.

Classification of information: classification of data according to their confidentiality level —
public, internal, confidential or strictly confidential — as defined in Articles 20 - 22 of the ETH
Directive for Information Security at ETH [3].

Confidential information: as defined by the ETH Directive Information Security Article 22 [3] and
by the Leonhard Med AUP [1]. Confidential data includes but is not limited to: all personal research
data that are not subject to the Human Research Act [21]. In particular:

e personal data of a particularly sensitive nature and personality profiles in accordance with
Article 3 of the Federal Act on Data Protection [22] may be classified as confidential data,
except for health-related or medical data that are subject to the Human Research and which
shall be classified as strictly confidential data.

The access to confidential data entrusted to Leonhard Med, must be restricted only to those parties
with rightful and legitimate access authorization. The impact confidential data becoming
accessible to parties without rightful and legitimate use or to the public may cause significant harm
to the person from whom the data originate, or significantly damage the interests of ETH Zurich,
data controllers or research organizations.

Customer: a role assigned to a person or entity who has purchased the service described in this
SLA. A customer usually represents a number of users.

Data controller: represents the natural or legal person, public authority, agency or other body
that decides on the purpose and means of the processing of data (in particular but not limited to,
strictly confidential or confidential data).

Information and Data: used here as interchangeable terms.

Information security event represents an occurrence or previously unknown situation indicating
a possible breach of information security.

Information security incident represents a single information security event or a series of
information security events with a significant probability of having a negative impact on the delivery
of services to customers, and therefore on the customers’ business operations.

Information security vulnerability represents a known weakness that could be exploited. Note
that a detected vulnerability in the system is considered a security event and handled accordingly.
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Personal data: refers to any information related to an identified or identifiable natural person. An
identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, geo-location data, an online
identifier or one or more factor specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.

Project Leader (PL): represents a specialized user and it is a role assigned to the person
responsible for organizing a research project on Leonhard Med and leading it scientifically. The
PL is responsible and accountable for the data that has been collected and processed by them or
on their behalf and that he/she entrusts to Leonhard Med, within the scope of a research project
or any other use of data at Leonhard Med (responsibility and accountability as specified in the
Leonhard Med AUP [1]). As a general rule, the heads of organisation units (e.g. professors, heads
of administrative departments, heads of non-departmental teaching and research facilities, or
heads of staff units) will be the assigned to the role of PL.

Note: the customer and the PL roles may be assigned to the same person. A customer may
purchase one or several tenants in Leonhard Med. A PL may be using the Leonhard Med services
purchased by one or several customers. Each Leonhard Med customer must ensure that the role
of PL is assigned. In many cases, the same person is assigned to both roles of customer and PL.

Resource: physical, virtualized or abstract service component, such as storage, computing
processors (CPU, GPU), user account, software application etc.

Strictly confidential information: as defined by the ETH Directive Information Security Article
22 [3] and by the Leonhard Med Acceptable Use Policy [1]. Strictly confidential data includes but
is not limited to: all personal data (either identifying or pseudonymized data, such as health-related
or medical data) unless explicitly classified differently.

In particular:

e information that identifies individuals directly (e.g. tables storing the identity information of a
person mapped to a corresponding unique code, used for de-identification by means of coding
- here, referred to as “pseudonymisation”) shall be classified as strictly confidential data

e health-related or medical data represented in coded form (here, referred to as
“pseudonymized”) are subject to the Human Research Act [21] and shall be classified as
strictly confidential data

Exception to these, are health-related or medical data that have been irreversibly anonymised in
accordance with Article 25 of the Human Research Ordinance [23] or explicitly given a different
classification (see “Classification of information” definition).

The access to strictly confidential data entrusted to Leonhard Med, must be restricted only to those
parties with rightful and legitimate access authorization. The impact of such data becoming
accessible to parties without rightful and legitimate use or to the public may cause major harm to
the person from whom the data originate, or severely damage the interests of ETH Zurich, data
controllers or research organizations.
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Tenant: a tenant in Leonhard Med represents functionally a complete environment for data
transfer, storage, management and analysis. Technically, a tenant consists of a completely
isolated network space containing data, user access, computing and software applications
resources. Leonhard Med has two types of tenants: secure isolated tenant and secure shared
tenant.

User: a role assigned to an individual person that primarily benefits from and uses the service
purchased by a customer under this SLA. In particular, a Leonhard Med user is a person
authorized by a Project Leader or a person designated by the Project Leader (“Permissions
Manager”) to access and process data in Leonhard Med.
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Annex A Tenant termination timeline

The termination timeline is presented in the following diagram:
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The procedure is designed to minimize the number of routine, repeating communications while
ensuring that the customer and service provider have a common understanding of the customer
wishes, compliance-related requirements, and steps to be taken in the different parts of the
process (see 7.6.1.).

Annex B Provider terminating the customer relationship

Process as described in 7.6.1
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The timeline above illustrates the formal process that the service provider will use in case it will
need to terminate customer relationship (see 7.6.3).
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